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CASE STUDY

PROSPERITY BANK

Real bankers ... not just a bank.

Email Archiving with PAM for EXCHANGE
Professional Archive Manager for Ex  change

L
» PAM for EXCHANGE fits our business model perfectly. We tend to I I &S tt._

use products and services that do not force our reliance on outside

contractors or service providers. We're very much an in-house
operation. The software is relatively easy o install, and it allows
for a lot of flexibility in t he deployment/sizing pr ocess.”

Kevin Robertson, Senior Systems Manager, Prosperity Bank
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Prosperity Bank : Email Archiving with PAM for EXCHANGE

PAM for EXCHANGE (Professional Archive Manager for Ex  change):

The email archive engine that guarantees fast return on investment.
Compatible with MS Exchange Server 2000/2003/2007.

PAM for EXCHANGE offers tamper -proof, long-term storage of emails with easy retrieval capabilities and full-te xt
searching. Unlik e traditional storage methods, it is interactive, enabling users to access and retrieve archived

email messages at any time, immediately and transparently . PAM for EXCHANGE pulls an email from the

MS-Ex change Store and leaves behind a link in the same spot.

This link is also registered in a relational database (ORACLE or MS-SQL Server) and serves as a reference to the
new actual storage location. The email itself is compressed and stored on the designated storage media, which
in turn saves additional storage space.

Emails are instantly reduced to 2-5 kilobytes.
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Prosperity Bank is a exas based coporation providing bank
and loan services to the public and SMB’s. They started ope-
rating in 1983 before becoming a public tr aded company on
the NASDAQ in 1998; they currently operate in 129 locations www .prosperitybanktx.com
in the state of Texas. The apidly growing com pany maintains

the philosophy of building long t erm customer relationships

by providing t he best possible customer service.

Technology is used to Prosperity’s advantage as they employ
a professionally administered e-banking service that is vital to
business continuity and futur e sugainability. Online banking
is a real benefit and is used by a good majority of Prosperity’s
customer base. Bank transfers, loan & bill payments and
account overview are all possible banking options available
via the Internet.

Project Overview

Organization: Prosperity Bank
Storing data requires high secuity risk management at Industr : Banking & Finance
Prosperity as with all financial institutions; t he information . ) .
Challenge: Complying with regulation

being transferred internally carries considerable implications.

Secure communication t hroughout t he company is a princi- Sarbanes- Oxley.

pal step in becoming a structured and compliant or ganizati- Solution: PAM for EXCHANGE s retention
on. Corporate governance is also a ley topic especially at policy management and user
Prosperity as their committ ee is responsibility for legal preser transparency .

vation and to ensure industry regulations do not deter the
everyday business practice. URL: www .prosperitybanktx.com
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Banking & Finance is among the industries that have grin-
gent regulations enforced upon them. Information manag e-
ment and especially securing inf ormation has substantial
relevance for every company in the financial sector.

Prosperity was running a capable exchange environment but
they required an archiving solution t o fully comply with
storage regulations. Sarbanes-Oxley (SOX) was the major
ruling t hat necessitated the organized management of the
banks email messages. Complying wit h SOX guarantees that
your email system is legitimate and no message has been
tampered with, moved or deleted. If for any reason your com -
pany is under scrutiny and requires the retrieval of your inter-
nal emails from a certain period then SOX regulates the justi-
fication of the email retrieval process. If br any reason emails
have been altered or have been deleted, the company may
face lage summed fines and even imprisonment.

Prosperity’s management of business information and every
correspondence concerning customer transfers, withdrawals,
statements or personal details requires accurate sorage of
that communication.

The flexibility wit h PAM for EXCHANGE archiving jobs
encourages the systemized storage of corporate messages.
With the ability to store messages by file type, size, class, la$
accessed on and fom specified mailboxes the available archi-
ving criteria is very meticulous.

Reention policies affect the lifecycle of every email message.
The hierarchical storage management engine incor porated
into PAM for EXCHANGE has a lifecycle manager that con-
trols the duration of the messages in the archive and deletes
them when t he retention period has come to an end. From
a compliance standpoint, r etention policies are a failsafe way
to store emails and attachments securely for the desired
amount of time.

To view the archive for audit litig ation pur poses, Posperity
allow their compliance and HR departments’ access b the
archive. PAM for EXCHANGE ’s Archive Web Portal is

deployed with the capability to save several search templates
for reoccurring eDiscovery tasks. This corvenient feature
allows multiple depar tments’ to cooperatively use the
archiving solution in or der to fulfill numer ous business
procedures.

The most effective method for maint aining a compliant email
system is to apply the various retention categories and archi-
ving jobs from the back-end configuration and not to include
the user in any decision making. At Prosperity, the users are
unaware of the archiving pr ocess; tey continue t o use their
Outlook client as before. PAM for EXCHANGE seamlessy
integrates with all email clients guaranteeing minimal disr up-
tion to the end user.

-End users find it very surprising that we have an archiving
solution in place, as it int egrates seamlessy wit h the Outlook
Client.“, Kevin Robertson, Prosperity Bank.

Where: Data Center, Sugar Land, Texas

Installation took three days including fr ont-end, back-end
and SQL database. Posperity applied a tiered deployment by
tegting t he solution on t erminated users then onto resource
mailbo xes befre deploying the solution to the entire
company.

Implement ation phases:

- Purchased softw are

- Downloaded and ins talled

- Initial testing on dumm y mailboxes (2 weeks)

- User mode testing - manual t esting (3 mont hs)

- Fully automated testing on r esource mailboxes (6 months)
- Deployment to enterprise wide mailboxes

- Direct Archiving deplo yment (futur e)

Technical Specif ications

Prosperity is running a typical ent erprise configuration
wit h one server for PAM for EXCHANGE , HSM and
Database (HP PoLiant), and one server for MS Exchange
(Dell). The Professional Archive Manager for Exchange and
MS Exhange sewers are both dual Xeon 3.0 with 4GB
memory.
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